BAI THU'C HANH SO 7:
Bdo diam dir li¢u trong SQL Server

1. Phan quyén va bao mat trong SQL Server
1.Tgo va quan ly ngwoi dung
a) C4c ché d¢ xac thuc
Dé truy cap vao SQL Server ta ding hai ché d6 xac thuc:

» Xac thuc théng qua hé diéu hanh: Vai kiéu xac thuc nay, SQL
Server dua vao Windows NT/2000 dé cap bao mat dang nhap.
Khi nguoi dung ding nhap vao Windows NT/2000, sé dinh danh
tai khoan nguoi ding dugc kiém tra su hop 16. SQL Server tich
hop qué trinh bao mat dang nhap cua nd véi quéa trinh bao mat
dang nhap caa Windows dé cung cdp nhitng dich vu nay. Khi
ngudi dung xac thuc bang hé diéu hanh thi khong can thém ché
d6 xac thuc ndo nira dé truy cap SQL Server.

e Ché ds xac thuc hdn hop: Véi ché do xac thuc hdn hop nguoi
ding c6 thé truy cap vao SQL Server bang xac thuc thuc
Windows hoic bang xac thuc SQL Server. Khi ché do xac thyc
két hop dugc dung, két néi duoc tao tir hé thong khong bao mat,
SQL Server xac thuc ding nhap bang cach kiém tra tai khoan
dang nhap c6 dugc thiét 1ap dé truy cap hay khdng. SQL Server
thuc hién xac thuc tai khoan ndy bang cach so sanh tén tai khoan
va mat khau do nguoi ding cung cap dé thuc hién két ndi véi
thong tin tai khoan duogc luu trong CSDL. Néu tai khoan dang
nhap chua duoc thiét 1ap hoic nguoi ding nhap sai thi SQL
Server tir chdi két néi.

Thiét 1gp ché dg xac thuc:
* Poi véi SQL Server 2000:

+ Trong cta so Enterprise Manager, Right click 1én tén
server quan ly CSDL ma muén thiét 1ap ché do xéc thuc va
chon Properties. Xuat hién cira sé Properties nhu hinh 3.58.




Chon tab Security.




+ \Ving Security ta chon ché do xac thuc: SQL Server and
Windows hoac Windows Only. Va cac mac do xét hanh vi
ding nhap, tly thudc vao yéu cau ao mat. Cé 4 muac cho
san do la:

o None: Khong thuc hién do xét hanh vi,

o Success: Ghi nhan tat ca cac diang nhap thanh céng,
o Failure: Ghi nhan nhitng dang nhap khéng thanh céng,
o All: ghi nhan tat ca c4c lan dang nhap.

+ Trong vung Startup service account: Chi ra tai khoan
Windows duoc dung khi SQL Server khai dong.

+ System account: cac tai khoan hé thdng cuc bo
duoc xay dung san.
+ This account: Chi ra mot tai khoan cu thé.

SQL Server Properties [Configure) - THUHUDNG E|

Semver Settings ] Databaze Settings ] Replication ] Active Directary ]
eneral ] k ermnary ] Processar Security l Caonnections ]

Security

SAL Server provides authentication bazed on Windows
accounts and a named SAL Server login 1D and password.

Authentication:
(v SOL Server and Windows

" Windows only

Andit level:
* Mone " Failure
" Success |

Startup zervice account

Start and run SEL Server in the following account;

S ED

" Thiz account |

QK | Cancel | Help

Hinh 1. Ci#a sé Properties




* Poi véi SQL Server 2005:

+ Trong cta s6 SQL Server Management Studio, right click
vao thé hién cua SQL Server mudn thiét 1ap ché do xéc
thuc va chon Properties xuét hién cira sd Server Properties
(Hinh 2), chon trang Security.

¥ Server Properties - HP520-9B01514BF\sqlexpress : i|[z|

S Script - L‘j Help

2 Genera
2 Memory
12 Processors

Senver authentication

2 Secunty
e - -
L= Lannsctans ) Windows Authentication mode
|2 Database Settings
15 Ldvanced (®) 5QL Server and Windows Authentication mode
| Permissions
Login auditing
) Mone

(%) Failed logins only

() Successful logins enly

) Both faled and successful legins
Server proxy acoount

[] Enable senver proxy account

Seﬂ.-'f': . Opticns

HF520-3B01514BF aqlexpress

Connection: _
HF520-3B01514BF Hp520 [] Enable C2 audit tracing

o ) )
{ - - - -
24 View connection properties [] Cross database ownership chaining

Feady

Hinh 2. Cira s6 Server Properties

+ Muc Server Authentication: Chon ché do xac thuc Window
(Windows Authentication mode) hoic ché do xac thuc hdn
hop (SQL Server and Windows Authentication mode)

+ Login Auditing: Kiéu ghi nhan théng tin login (None,
Failed logins only, Successful login only, ...)




b) Ngwoi dung va dang nhdp

Tai khoan dung dé két ndi t6i SQL Server duoc goi 1a tai khoan ding
nhap SQL Server. Cing v&i tai khoan diang nhap SQL Server, mdi CSDL ¢4
mot tai khoan nguoi dung ao dugc gan vai nd. Nhirng tai khoan ao nay cung
cap mot bi danh téi tai khoan dang nhap SQL Server duoc goi 1a tai khoan
nguoi dung CSDL.

* Tao tai khoan dang nhap SQL Server:
% Dung Enterprise manager:

+ Trong ctra s6 Enterprise Manager, mg rong server mudn
tao tai khoan dang nhap va m¢ rong muc Security. Right
click 1én Logins va chon New Login dé xuat hién cua so6
SQL Server Login Properties (hinh 3).

50QL Server Login Properties - New Login

General l Server Roles ] ['atabase Access ]

@ -

ALthentication

+ Windows Authentication

Domair: || j

Securnty access:

{* [Grant access

" Dery access

" S0L Server Authentication

Specify the default language and database for this login,

Defaults

Databaze: | rmazker

=l
Language: | <Default: j
] | Caricel | Help |

Hinh 3 Cita s6 New Login

+ Trén tab General:




+ Name: Nhap tén tai khoan ding nhap. néu chon
ché @6 xac thuc bang Window thi tén tai khoan
ding nhap phai 1a tai khoan d& ton tai trong
Windows.

+ Authentication: Chon ché dd xac thuc cua

Windows 1a Windows Authentication hay ché do
xac hon hop SQL Server Authentication.

+ Default: Chon CSDL va ngbn ngtr mac dinh sé
duoc dung.

+ Tab Server Roles: O day ta chon nhdm quyén server cho
dang nhap maéi bang cach chon cac nhém quyén trong danh
sach. Click vao nat Properties dé xem va sta d6i nhom
quyén d& chon. Néu la tai khoan dang nhap thuong thi
khong can cap quyén server.

+ Tab Database Access: Cho phép chon CSDL ma nguoi
dung duoc phép truy cap.
% Dung SQL Server Management Studio:

+ Trong ctra s6 SQL Server Management Studio, mé rong
thé hién server mudn tao tai khoan ding nhap va mo rong
muc Security. Right click Ién Logins va chon New Login
dé xuat hién ctra s6 Login — New (hinh 3.61).

+ Trang General cé cac lya chon:

Login Name: Nhap tén tai khoan dang nhap. Néu
chon ché d6 xac thuc bang Window thi tén tai khoan
dang nhap phai la tai khoan da toén tai trong
Windows.

Default database: Chon CSDL mac dinh duoc su
dung.

Default language: Chon ngdn ngir mac dinh.




¥ Login - New

__Q‘I Gelni ‘ 58 Scrpt ~ [} Help
24 Server Roles
AR User Mapping Login name: |CHUHUONG
2 Securables
 Status O Windows authentication

(®) SQL Server authentication

Password: |uuuoo 1

Confirm password: ‘Oooooooo 1

] Enforce password policy

Certificate name: | |

Seivis Key name: | |
HP520-SB01514BF \sglexpress

= : Default database: {

Connection:

HPS20-SB01514EF Hp520 Default language: [ <defauit> v I
4 View connection properties

Ready

Hinh 4. Cira s6 Login - New

+ Trang Server Roles c¢6 cac lwa chon: Chon nhém quyén
server cho dang nhap méi bang cach chon cac nhém quyén
trong danh sach (Hinh 5).

+ Trang User Mapping (Hinh 6): Cho phép chon CSDL
ma nguoi dung duoc phép truy cap.




% Login - New

Selecta page
|5 General

! 58 Serpt ~ [ Help

B Server Roles
15 User Mapping
|5 Securables

2R Status

Connection . j
Senver.
HP520-3B01514BF \sglexpress

Connection:
HP520-SB01514BF\Hp520

HJ View connection properties

Ready

Server role 15 used to grant server-waide secunty praleges to 3 user.

Server roles:

[] bulkadmin
[] dbcreator

[] diskadmin
[] processadmin
[] securityadmin
[] senveradmin
[] setupadmin
[] sysadmin

Hinh 5. Cira s6 Login - New




% Login - New
tapage i S5 Sorpt > [ Help

2 Genera
24 Server Roles
12 User Mapping Users mapped to this login:
2 Securables
12 Status

Map Database User Default Schema
Adventure\Works

master

MobdeShopSystem

model

msdb

QLBanHang

GQLDiemSV CHU_HUCNG ‘ -
tempdb

OROOO00O00O0

Database role membership for: QLDemSY

[] db_sceessadmin

Server: B beckimonatis
HP520-3B01514BF \sqlexpress E :E:::t;:::zfe o
Connection: [[] db_datawriter
HP520-SB01514BF\Hp520 [[] db_ddiadmin

) [[] ab_denydatareader
37 View connection properties [] db_genydatawrter
[] ob_owner
] o securadr
—— v| public
Ready

Hinh 6. Cita sé Login - New
% Dung T-SQL:
- Ta c6 thé tao tai khoan dang nhap bang thu tuc sp_addlogin hoic
sp_grandlogin.

+ Thu tuc sp_addlogin chi c6 thé thém nguoi ding
duoc xé4c thuc bang SQL Server.
+ Thu tuc sp_grandlogin c6 thé thém nguoi ding

duoc xac thuc bang Windows.

Vi du 3.11. Tao tai khoan dang nhap Huongct véi Password 1a ‘abed’ va
CSDL méc dinh 1a ‘QLDiemSV’

EXEC sp_addlogin 'Huongctl', 'abcd', 'QLDiemSV'




Vi du 3.12. Tao tai khoan diang nhap Huongct véi ché do xac thuc

Windows.

+

EXEC sp grantlogin 'THUHUONG\Huongct'

Ngoai ra, dbi véi SQL Server 2005 ta c6 thé st dung cd phép T-
SQL sau:

Tao Login

CREATE LOGIN login name { WITH PASSWORD =
'password' [,<option list>[ ,... ]] | FROM
WINDOWS [ WITH <windows options> [ ,... 1]}

<option list> ::=
DEFAULT DATABASE = database
| DEFAULT LANGUAGE = language
| CHECK EXPIRATION = { ON | OFF}
| CHECK POLICY = { ON | OFF}
[ CREDENTIAL = credential name ]

<windows options> ::=
DEFAULT DATABASE = database
| DEFAULT LANGUAGE = language

Stra Login
ALTER LOGIN login name
{

<status option>
| WITH <set option> [ ,... ]

}

<status_option> ::=
ENABLE | DISABLE

<set option> ::=
PASSWORD = 'password'

[
OLD PASSWORD = 'oldpassword'

DEFAULT DATABASE = database

]

|

| DEFAULT LANGUAGE = language

| NAME = login_ name

| CHECK POLICY = { ON | OFF }

| CHECK_ EXPIRATION = { ON | OFF }

Xba Login




DROP LOGIN login name

Vi du 3.13. Tao céc login

- Tao Login HUONGCT dung ché d6 xéc thuc SQL
USE master
CREATE LOGIN HUONGCT WITH PASSWORD = '123456"';
GO
- Tao Login [HP520-9B01514BF\Hp520] tr domain account

Windows.

CREATE LOGIN [HP520-9B01514BF\Hp520] FROM WINDOWS;
GO

- Stra Login HUONGCT

USE master
ALTER LOGIN HUONGCT WITH PASSWORD =
'12102006"', DEFAULT DATABASE = QLDiemSV;

- Xbéa Login HUONGCT

USE master
DROP LOGIN HUONGCT

3% Dung Wizard trong SQL Server 2000:

Vao Tools\Wizard xuat hién cta s6 hinh 3.5. Chon muc Database va
chon Create Login Wizard. Sau d6 thuc hién theo su chi dan cua
trinh Wizard.
* Tao ngwoi dung SQL Server:
Dé tao ngudi dung SQL Server, trugc hét ta phai tao dang nhap SQL
Server cho ngudi ding d6 vi tén ngudi ding tham chiéu dén tén dang nhap.

¥ Dung Enterprise manager:

+ Trong ctra s6 Enterprise Manager, mé rong muc Database.
Right click CSDL muén tao nguoi ding va chon
New\Database User xuat hién cira s6 New User (hinh 7).




%)

Database User Properties - New User

General l

Login name: || j

Uzer name: |

D atabaze role memberzhip:

Permit in Databasze Role |
ol public

db_owner

db_acceszadmin
db_securityadmin
db_ddladrmin
db_backupoperatar
db_datareader
db_datawriter
db_derwdatareader

Ogoooooodo

db_denydatawriter

Froperties. ..
k. | Cancel | Help |

Hinh 7. Ci:a s6 New User

+ Nhap tén dang nhap hop I¢ trong danh sach cac tén dang
nhap cua hop combo Login Name va nhap tén nguoi dung
méi vao hop User Name (Mac dinh SQL Server ty dién tén
User Name truing tén Login Name, ta c6 thé thay doi tén nay)

+ Chon nhoém quyén CSDL ma ngudi ding méi nay 1a thanh
Vién, sau d6 chon OK.

% Dung SQL Server Management Studio:

+ Trong ctra s6 SQL Server Management Studio, md rong
thé hién server va muc Database. Mé rong muc Security
cua co so dir lieu mudn tao nguoi ding, Right click 1én
Users va chon New User dé xuét hién cira sd6 Database
User — New (hinh 3.65).

+ Trang General c6 cac lua chon:




- User name: Nhap tén nguoi dung

- Login name: Nhap tén hoac chon Login ma
nguoi ding nay anh xa dén.

F Database User - New

8 scipt ~ [Ey Help

12 Secumables
| Extended Properties User name: |HIJ'€?'FIEIS‘t |
® Login name: |CHUHUONG |
Default schema: | | E]
Schemas owned by this user:
Owned Schemas -~
[] db_ddiadmin
[[1 db_denydatarsader
[[] db_denydatawnter
[ i db_owner
[ db_secuntyadmin
[ quest 3
Senver )
HP520-5B01514BF sglexprass Database role membership:
Connection: HGL& Members b
HP520-5B01514BF Hp520 []: db_accessadmin
1‘!} \iew connechion properties [0 db_backupoperator
[J db_datareader
) e d
db_ddiadm
Ready 0 —~cemamn
[0 db_denydatarsader
[1 db_denydatawrter il
[ ok ][ conce

Hinh 8. Csza s6 Database User - New
% Dung T-SQL:
 Ta c6 thé tao nguoi dung méi bang tha tuc sp_adduser.
« Dbi vai SQL Server 2005 ta c6 thé ding cl phép sau:

+ Tao User

CREATE USER user name
{ { FOR | FROM } LOGIN login name |
WITHOUT LOGIN }

[ WITH DEFAULT SCHEMA = schema name ]




+ Stra User
ALTER USER user name

WITH <set item> [ ,...n ]
<set item> ::=
NAME = new user name

| DEFAULT SCHEMA = schema name

+ Xoa User

DROP USER user name

Vi du 3.14. Tao cac nguoi dung mai la Huong véi tén dang nhap
Huongct trén CSDL QLDiemSV
USE QLDiemSV
Go

sp_adduser 'Huongct’,6 ’'Huong'

Vi du 3.15. Tao cac nguoi dung méi trung voi tén dang nhap Huongct
trén CSDL QLDiemSV str dung xac thuc cua Windows
USE QLDiemSV

Go
sp_adduser 'THUHUONG\Huongct'

Vi du 3.16. Tao cac User
CREATE USER Huongct WITHOUT LOGIN

CREATE USER ChuHuong FOR LOGIN CHUHUONG

2. Qudn Iy nhém quyén CSDL

Cac nhom quyén CSDL duoc thiét ké cho phép cac nhém nhiing nguoi
ding nhan cac quyén CSDL giéng nhau ma khong can phai cap quyen mot
cach riéng biét cho tirng nguoi dung.

a) Cac nhom quyén Server cé dinh

Mbt s6 nhdm quyén & cap server da dugc dinh nghia truéc tai thoi diém
cai dat SQL Server. Nhitng nhém quyén cé dinh nay duoc ding dé cap quyén
cho nguoi quan tri CSDL. Cac nhém quyén server ¢ dinh dugc liét ké trong
danh sach sau:

+ bulkadmin: C6 thé thuc thi 1énh BULK INSERT dé thém
luong 16n di liéu vao bang.




+ dbcreator: C6 thé tao va sira d6i CSDL.
+ diskadmin: C6 thé quan ly cac tap tin trén dia.

+ processadmin: C6 thé quan ly cac qua trinh cua SQL
Server.

+ securityadmin: C6 thé quan ly dang nhap va tao cac quyén
CSDL.

+ serveradmin: C6 thé thiét 1ap bat ky tly chon server nao va
c6 thé dong CSDL.

+ setupadmin: C6 thé quan Iy cac server lién két va cd thé
déng CSDL.

+ sysadmin: C6 thé thuc hién bat ky hoat déng server nao.

Thém nguoi ding vao cac nhom quyén server cé dinh.
% Dung Enterprise Manager

+ Trong cira s6 Enterprise Manager, mé rong server va mo
rong muc Security. Sau do chon server roles va right click
lén nhdm quyén server mubn thém nguoi dung, chang han
chon System Administrators xuat hién ctra s6 hinh 9

Server Role Properties - sysadmin

General l Permizzions ]

% M ame: System Adminiztratars

Specify which loging are members of thiz zecurity rale:

BUILTIM A&dminiztrators

k. | Cancel | Help

Hinh 9. Ci#a sé Server Role Propeties




+ Click nit Add dé thém nguoi dung vao trong nhom.
% Dung SQL Server Management Studio

+ Trong cta s6 SQL Server Management Studio, mé rong
muc Security & cip Server. Sau d6 chon Server roles va
right click 18n 1&n nhom quyén server mudn thém nguoi
ding, chiang han chon System Administrators xuat hién
ctra s6 hinh 10

® Server Role Properties - sysadmin

. 8 Seapt ~ [ Hel
|5 General = sowt - [EHer
Senver role name:
Server role membership:
Rale Members
A=
| A BUILTIN'Administrators
|8 NTAUTHORITY\SYSTEM
Lﬂ HF520-3B01514BF5GL Server2D0EMSSQLUsersHP520-3B01 514BFSSGLEXFRESS
Senver
HF520-5B01514BF aglexpress
Connection:
HPE20-5B01514BFHp520
37 View connection properfies
Ready
[ Add. || Remove |
I oK ] [ Cance ]

Hinh 10. Cira s6 Server Role Propeties

+ Click vao nit Add dé thém nguoi dung vao nhém. Hop
thoai Select Login xuat hién (Hinh 11).

+ Click vao nit Browse dé chon ding nhap ta muén thém vao
nhém. Xuat hién hop thoai Browse for Objects (Hinh 12)




¥ Select Logins

Selact these obiect types:

Logins Dbgect Types... ]

Enter the object names to select (examples):

Browsze...

(o (e

Hinh 11. Cira sé Select Login

% Browse for Objects

7 objects were found matching the types you selected.

Matching ohiects:

[ame Type |~
[] [ [BUILTIN Admnstrators] lo.. |
[0 & [EUILTINUses] Lo..
. [/] &, [CHUHUONG] Lo...
[] A& [HPS20-3E01514BF\Hp520] Lo...
[ [ [HF520-9B01514BF SGLSener2005MSSGL UsersHP520-9B01514BF . Lo
] (& [NT AUTHORITY\SYSTEM] Lo..
I = - b

[ OK H Cancel ” Help

Hinh 12. Cira sé Browse for Objects

+ Chon cac Login va click OK dé dong cura s6 Browse for
Objects.

+ Click OK dé déng ctra s6 Select Logins.

+ Click OK dé déng cira so Server Role Propeties dé thém
nguoi dung da chon vao nhém.




b) Tao va sia doi nhdm quyén
¥ Dung Enterprise manager:

+ Trong ctra s6 Enterprise Manager, mé rong muc Database.
Right click CSDL mudn tao nhém nguoi ding va chon
New\Database Role xuat hién cira sé (hinh 3.70).

+ Trong ctra s6 nay ta nhap tén md ta nhom va Add cac tai
khoan nguoi ding thuoc nhém bang cach click vao nat
Add va chon cac ngudi dung trong danh sach. Sau do click
nat OK dé tao nhom.

+ Tro vé Enterprise Manage, chon muc Roles ta s& thay
nhém quyén mai vira tao & danh muc bén phai.

+ Ta gan quyén cho nhém bang céch right click 1én nhém
quyén va chon Propeties. Xuat hién ctra s6 Database Role
Propeties va chon Permissions xuat hién ct:a s6 hinh 3.71.

Database Role Properties - New Role

General l

@ Hame:;

|nhom_quantri

SOL Server zupports bwo tppes of database roles: standard roles, which
contain members, and application roles, which require a password,

D atabaze role type:

© Standard role

Add... | Remove

" Application rale

oK | Cancel ‘ Help

Hinh 13. Cira s6 New Role




Database Role Properties - QLDiemSY

Permizsions ]
m‘? D atabaze role: nharn_quantr
+ List all objects
" List only objects with perrmizzions for this role.
Object Owner SELECT IMSERT |UPDATE |DELETE EXEC DRI |A
O | O | o | O O
ga* D55V dhi O O O O O
ga* DanhSach dhi O O O O O
HOSO5Y dhi O O O O O
LOP dhi O O O O O
MONHOC dhi O O O O O
4  di_addiosour..  dbo O
4  di_addiosour..  dbo O
[ T o — s
< >
LColurnns...
0k | Cancel | | Help

Hinh 14. Cira s6 Database Role Propeties

+ Ta thuc hién gan cac quyén cho cac nhdm quyén nay trén

cac ddi twong ctia CSDL va click OK.
% Dung SQL Server Management Studio: SQL Server 2005
cung cap hai loai nhém quyén do ngudi dung dinh nghia

+ Database Roles: Day 1a nhém quyén chuan, dung cho cac
t4c vu gan quyén tgi co so dit ligu.

+ Application Roles: Dung cho cac quyén lién quan dén ung
dung.

Xay dyng nhém quyén Database Role ta tién hanh thuc hién

theo cac buadc sau:

+ Trong SQL Server Management Studio, mé rong muc
Security cidp CSDL ctia CSDL ta mudn tao nhém quyén.

+ M¢ rong muc Roles, right click I1én muc Database Roles va
chon New Database Role xuét hién cira sé6 Database Role —
New (Hinh 15)




F Database Role - New
8 scipt ~ [Ey Help

O]

|5 Genersl
12 Secumables
| Extended Properties

Role name: |>{e'“DL |
Owner: | | E]

Schemas owned by this role:

Owned Schemas A
T ] : db_accessadmin
] dbe L3
[] db_secuntyadmin
[ db_owner
[] db_backupoperatar
[ db ddiadmin .’
Members of this role:
Rale Members
Server
HF520-5B01514BF aglexpress
Connection:
HPE20-5B01514BFHp520
_ﬁj \iew connechion properties
Ready
[ ok ][ cance

Hinh 15. Cia sé6 Database Role - New
- Role name: Nhap tén nhom
- Owner: Chon danh sach cac nguoi dung.
- Members of this role: Click vao nut Add dé
thém cac nguoi dung vao nhom.
% Dung T-SQL.:
+ Ta thuc hién théng qua 2 budéc.

1. Tao nhém quyén: Ta cé thé tao nhom quyén bang thu tuc
sp_addrole. D6i SQL Server 2005 ta c6 thé ding cu phép
sau:

CREATE ROLE role name [AUTHORIZATION owner name ]




Trong do:
- role_ name: La tén cua nhdm sé duoc tao.

- AUTHORIZATION owner_name : La nguoi
dung CSDL hoac cac nhém ma s& hitu nhom
méi nay. Néu khong co nguoi ding nao chi
dinh thi nhédm s€ dugc s¢ hitu béi nguoi dung
thuc hién cau Iénh CREATE ROLE nay.

Vi du 3.21. Tao nhém quyén ‘xem dI’ trén CSDL QLDiemSV.

Use QLDiemSV
Go
Sp _addrole ‘xem dl’
2. Thém quyén vao nhém: Ta c6 thé thém quyén vao nhém
bang viéc st dung Iénh GRANT va thu hdi quyén cua
nhom sur dung Iénh REVOKE.

Vi du 3.22. Ta thém quyén SELECT bang HOSOSV vao
nhom ‘xem_dI’ trén CSDL QLDiemSV.

Use QLDiemSV
Go

GRANT SELECT
ON HOSOSV

TO xem dl

3. Thém nguoi ding vao nhém quyén: Dé thém ngudi ding
vao nhom quyén ta sir dung thi tuc sp_addrolemember

Vi du 3.23. Thém nguoi ding Guest vao nhém quyén
‘xem_dI’ trén CSDL QLDiemSV.

Use QLDiemSV

Go

Sp_addrolemember ‘xem dl’,’Guest’
Go

3. Qudn ly quyén CSDL
Xac thuc nguoi dung la qué trinh dam bao chi co6 nhirng nguoi dung hop
6 ma&i dugc phép lam viéc vai co so dir liéu. Sau khi nguoi dung truy cap
dugc vao CSDL thi ho c6 cac quyén cu thé vai cac ddi twong trong CSDL.




CAc quyén trén cac dbi tuong la:

+

Péi twong database: BACKUP DATABASE, BACKUP LOG,
CREATE DATABASE, CREATE DEFAULT, CREATE
FUNCTION, CREATE PROCEDURE, CREATERULE,
CREATE TABLE, va CREATE VIEW.

Déi tuong scalar function: EXECUTE va REFERENCES.

DPbi  tugng table-valued function: DELETE, INSERT,
REFERENCES, SELECT, va UPDATE.

Péi tuong stored procedure: DELETE, EXECUTE, INSERT,
SELECT, va UPDATE.

Péi tuong table: DELETE, INSERT, REFERENCES, SELECT,
va UPDATE.

Péi tuong view: DELETE, INSERT, REFERENCES, SELECT,
and UPDATE.

CAp quyén trén cac di twong CSDL ta tién hanh thyc hién nhu sau:
¥ Dung Enterprise manager dé cap quyén trén cac doi tweng:

C6 hai cach quan ly quyén trén cac déi tuong.

Cach 1: Gan quyén cho tat ca cac ddi tuong cho mot ngudi ding
hoac mot nhom nguoi dung.

+ Trong ctra s6 Enterprise Manager, mé rong muc Database.
Chon CSDL muén cip quyén va mé rong muc Users. Sau
d6 right click I&n tén nguoi ding mudn cap quyén va chon
Properties, xuat hién ctra s6 nhu hinh 16.

+ Click vao nGt Permissionss dé hién thi cira s6 Database
Users Properties nhu hinh 17. Ta gén cac quyén cho
ngudi ding nay trén cac ddi tuong bang cach chon hop
kiém twong ung. Cac tiy chon List all Objects ding dé liét
ké tat ca cac dbi tuong con chon List only objects with
permissions for this user thi chi liét ké cac d6i twong ma
ngudi dung nay ¢ quyén truy cap.




x]

Database User, Properties - Huongct

General l

Login name: Huongct

zer name: Huonget

Databaze role membership:

Permit in Databaze Role

db_owrer

db_acceszadmin
db_securityadmin
db_ddladmin
db_backupoperatar
db_datareader
db_datawriter

db_derydatareader

ooooooood

db_denydatawriter

Froperties. ..

(] | Cancel | | Help |

Hinh 16. Cira sé Database Users Properties

Database User Properties - QLDiemSVY

&3

Permizzions \

% Database user: |Huongct j

* Lizt all objects

™ List only objects with permizsions for this user

Ohbject Olvuner SELECT |INSERT |UPDATE |DELETE EXEC DRI |a_\
DIEM dho M W O O =
(¢ T v ) [ O [0 Ml C
ga"  DanhSach dho o O O O O
HOSO5Y dbo & W O | O
LOP dho o M O O O
MOMHOC dbo il W O O O
dt_addtozour..  dbo O

4 di_addtosour..  dbo O
R i — 4
< =

LCaolumnz. .. |

(] | Cancel | Apply ‘ Help

Hinh 17. Cua sé Database Users Properties




C4ch 2: Gan cac quyén trén mot ddi tuong cho tat ca cac nguoi
dung hoac cac nhém nguoi dung.

+ Trong ctra s6 Enterprise Manager, mé rong muc Database.
Sau d6 right click 1&n CSDL mudn cdp quyén, vi du
QLDiemSV va chon Properties, xuat hién cira s6 nhu hinh
18. Chon tab Permissions.

+ Thuc hién cip quyén thuc thi cho cac nguoi dung bing
cach tich vao 6 twong &ng vai cac quyén do.

QLDiem5¥ Properties E|
Gereral ] D ata Files ] Tranzaction Log ] Filegroups ] Optiohs Permissions l

IJzer/Role Create Table |Create View |Create SP | Create Default | Create Rule |
% coic ST S B N

€: CongHung O O O O O

€ guest O O O O Cd

€ Huonget O O O | Il
£ >

(] | Cancel | Help

Hinh 18. Ctra s6 QLDiemSV Properties
¥ Dung SQL Server Management Studio @é cap quyén trén

cac doi twong: CO hai cach quan Iy quyén trén cac doi tuong.
Cach 1: Gan quyén cho tat ca cac ddi tuong cho mot ngudi ding
hoac mot nhdm nguoi dung.




+ Trong ctra s6 Object Explorer cia SQL  Server
Management Studio, mé rong muc Database. Chon CSDL
muén cip quyén va mé rong muc Users hoic
Roles\Database Roles.

+ Right click 1én ngudi dung hoic nhdm ngudi ding mudn
va chon Properties. Hop thoai Properties xuat hién chon
trang Securables (Hinh 19)

F Database User - Huongct M=
Selecta I : 3
Scopt ~ Hel
|5 Genera ‘;S P I'Lll] *
Esecuobe: |
% Extended Propettes Izer name: |Hu-::-ng|::t |
Securables:
Schema Hame Type
Effectrve Pemmizzions Add... Bemove
Explictt pemuissions:
m Pemission Grantor Grant With Grant Dieny
Senser
HF520-5B01514BF aglexpress
Connection:
HPE20-5B01514BFHp520
gj View connechon properties
Ready
I 0K ] [ Cance!

Hinh 19. Ctra s6 Database User

+ Click nGt Add dé thém cac ddi twong mubn bao mat. Hop
thoai Add Objects xuat hién (Hinh 20), ta chi cac déi tuong
mudn bao mat.

- Specific objects: Chi dinh cac di twong cu thé.




- All objects of the types: Tat ca cac di tuong cua
cac kiéu cu thé.

- All objects belong to schema: Cac dbi tuong thudc
gian do.
% Add Objects X

‘what objectz do you wish to add?

{(*) Specific ghiscts...
() Al chiects of the types. ..
() Al chiects belonging to the schema...

Schema name:

Hinh 20. Cira s6 Add Objects

+ Néu chon tly chon Specific objects, click OK hép thoai
Select Object xuat hién (Hinh 21).

. Select Objects (X

Select these obiect types:

[ Obgect Types... ]

Enter the ohject names to select (examples):

[ Cance ] [ Help

Hinh 21. Ctra s6 Select Objects

+ Click vao nut Object Types, hop thoai Select Object Types
xuat hién nhu hinh 22. Ta chon cac kiéu ddi tuong ma
muén bao mat cho nguoi ding dé va click OK.




% Select Object Types

!

Select the types of objects to find:
Ohiect Type
[J Databases
=] Stored procedures
Tables

[

EOO

.............

=

0l Views
............. _1| e functone
h:&ﬁ Scalar functions
% Table-vslued funchions
h::xﬁ Aggregate funchtions
L=

1o000gg

Application roles

L

Hinh 22. Cra s6 Select Object Type

+ Click vao nut Browse trén hop thoai Select Objects (Hinh
22) xuat hién ctra s6 Browse for Objects hinh 23. Ta chon
cac ddi twong ma mudn bao mat cho nguoi ding dé va
click OK.

+ Click OK trén cira so Select Objects dé quay trg lai trang
Securable cua hop thoai Database User nhu hinh 24. Ta
chon tirng ddi tuong va cap quyén cho ngudi dung nay.

% Browse for Objects

250 obyects were found matching the types you selected.
Matching ohiects:

[Mame Tvpe |~
[] 3 [dbel[DIEM] Ta. —
[v]| 3 [dbo)[HOSOSV] Ts..
'] = [dbol[LOF] Ts..
El  [dba] [MOMHOC] Ta...
[1 B [dbo][sysdiagrams] Ta...
[0 & [dbo] [View_1] View

[ OK l ’ Cance ] ’ Help

Hinh 23. Ctra s6 Browse for Objects




¥ Database User - Huongct EIIEIEI

- — : 5 Scipt - I Help
== ¥
|5 Securables
1 Extended Properties User name: |Huc:-ngc1

Securables:

Schema Mame Type

B  dbe HOSOSY Table

B  dbo LOF Table

=2 dbo MONHOC Table

Effecthve Permizzions. ] [ Add... ] [ Bemaove ]

Explicit permissions for dbo. MONHOC:

Pemuzsaon Grantor Grant With Grant Deny LS
Senver Alter dbo [F] F] "]
HF520-3B01514BF aqlexpress Controf dbo O] | O
Connection: Delete dbo O O O
HPF520-5B01514BFHp520 f— dbo O O O
33 View connection properties References dba | | 0 -

Select dbo | | |

Take cwnership dbo | | O |«

Ready < | |
[ ok || cenca |

Hinh 24. Ctra s6 Database User

¥, Dung T-SQL dé cap quyén: Ta ding lénh cac lénh
+ GRANT: dé cap quyén cho nguoi dung;

+ DENY: dung dé ngan can quyén cua ngudi ding nao dé6. Ngan
can cac ngudi dung tir viéc ké thira cac quyén trong nhom.

+ REVOKE: dé thu hoi lai quyén da cap.

Co0 cu phap nhu sau:

GRANT { ALL }
| permission [( column [ ,...n ] ) 1 [ ,...n ]
[ ON securable ] TO principal [ ,...n ]
[ WITH GRANT OPTION ]




DENY { ALL }

| permission [( column [ ,...n ] ) 1 [ ,...n ]
[ ON securable ] TO principal [ ,...n ]
[ CASCADE]

REVOKE [ GRANT OPTION FOR ]

{
[ ALL ]
' permission[( column [ ,...n 1 ) 1 [ ,...n ]

TO | FROM } principal [ ,...n ]

}
[ ON securable ]
{
[ CASCADE]

Trong do:
+ ALL: Cap tat ca cac quyén :
+ permission: Tén cac quyén cu thé duoc cap;
+ column: T&n c4c cot ctia bang ma cac quyén d6 duoc dugc cap;
+ securable: Chidinh déi tuong dang cap quyén trén do.
+ Principal: Chidinh nguoi duoc cap quyeén.
+ WITH GRANT OPTION: Chi dinh ngudi duoc cip quyén cé
thé cap quyén nay cho nguoi khéc.

+ CASCADE: Chi dinh ngan can (d6i véi DENY) hoic thu hoi (d6i
véi REVOKE) theo day truyén dbi véi cac nguoi dung duoc cap
quyén véi tir khéa WITH GRANT OPTION.

Vi du 3.15. Trao céc quyén INSERT, SELECT, UPDATE cho Huongct
trén CSDL QLDiemSV.

Use QLDiemSV

Go

GRANT INSERT, SELECT, UPDATE
ON HOSOSV

TO Huongct

Vi du 3.16. Trao tat ca cac quyén cho Huongct trén CSDL QLDiemSV.

Use QLDiemSV
Go




GRANT
ON LOP
TO Huongct

Vi du 3.17. Lay céc quyén INSERT, UPDATE cua Huongct trén CSDL

QLDiemSV.

Use QLDiemSV

Go

REVOKE INSERT, UPDATE
ON HOSOSV

TO Huongct

Vi du 3.18. LAy tat ca cac quyén ciia Huongct trén bang LOP cua CSDL

QLDiemSV.

Use QLDiemSV
Go

REVOKE

ON LOP

TO Huongct

Vi du 3.19. Cép céc quyén CREATE TABLE, CREATE VIEW cho

Huongct trén CSDL QLDiemSV.

Use QLDiemSV

Go

GRANT CREATE TABLE, CREATE VIEW
TO Huongct

Vi du 3.20. Thu hdi tat ca cac quyén cua Huongct trén CSDL

QLDiemSV.

Use QLDiemSV
Go

REVOKE

TO Huongct

2. Sao luu - phuc hdi CSDL

1.Sao leru CSDL

Sao luu la hoat dong dir liéu dugc sao chép tr CSDL va luu & mét noi

khac. C6 nhiéu phuong phép sao luu CSDL khac nhau, d 1a:

 Sao lwu day di (Full Database): La sao luu toan bo CSDL, tat
ca cac nhom tap tin va tap tin CSDL 1a mot phan caa CSDL déu




duoc sao luu. Pay 1a ki thuat phé bién dung cho cac CSDL c6
Kich thudc vira va nho.

Sao lwu nhitng thay doi (Differential Database): Cho phép chi
sao luu nhitng dir liéu thay d6i ké tir 1an sao luu gan nhat. Ky
thuat ndy nhanh hon va it tbn khdng gian luu trit hon so véi sao
lwu ddy da. Nhung dung phuong phap nay kho khin hon va tén
nhiéu thoi gian gian hon dé khéi phuc dir liéu.

Sao lwu t@p tin log giao dich (Transaction Log): Cho phép sao
lwu transaction log, sao luu ndy rit quan trong cho phuc hoi
CSDL.

Sao lwu nhém tdp tin (Full File Group): bao gém sao luu tat ca
cac tap tin dir lieu két hop véi tap tin don trong CSDL. Dung
phuong phap ndy dé sao luu cadc nhom tap tin riéng biét tdy
thudc vao céch hé théng dugc cau hinh

Sao lweu tap tin diz ligu (Full File): Cho phép sao luvu mot tap tin
don trong nhom tap tin. Phuong phap nay két hop véi kha nang
ctia SQL Server dé khdi phuc mot tap tin dit liéu don riéng biét.

Thuc hién sao Leu dir liéu: Ta ¢ thé thuc hién bang cac phuong phép

nhu dung:

Déi voi SQL Server 2000: Enterprise manager, T-SQL, Create Database
Backup Wizard.

Pbi vsi SQL Server 2005: Phuong phép st dung SQL Server
Management Studio, T-SQL
Physical and Logical Devices

SQL Server Database Engine nhan dang cac thiét bi back up (backup
devices) hoic la tén thiét bi vat ly (physical device) hoic tén logic (logical

device) :

Thiét bi sao luu vat ly 1a tén duoc st dung boi hé diéu hanh
cho viéc nhan dang thiét bi back up. Vi du:
C:\Backups\Accounting\Full.bak.




- Thiét bi sao luu logic 12 bi danh do nguoi ding dinh nghia,
duoc sir dung dé nhan dang mot thiét bi sao luu vat ly. Tén
thiét bi logic duogc luu trit thuong truc trén cac bang hé thdng
trong SQL Server. Tién loi cua viéc sir dung thiét bi sao luu
logic 1 tén cua nd don gian hon so véi tén thiét bi vat ly. Vi
du, ta str dung tén logic la Accounting_Backup nhung tén vat
ly c6 thé 1a E:\Backups\Accounting\Full.bak.

Hoat dong sao luu c6 thé hudng téi thiét bi vat 1y hoac thiét bi logic.
Thiét bi vat ly 1a dia ciing, bang tir,.v.v... con thiét bi logic chi ton tai trong
SQL Server va chi duoc ding cho SQL Server thyc hién sao luu. Dé sao luu
t6i thiét bi logic, ta phai tao thiét bi d6 trudc.

¥ Dung Enterprise manager:

 Tgqo thiét bi sao lwu logic:

+ Trong cira s Enterprise Manager, mg rong server muon
thuc hién sao luu va mé rong muc Management.

+ Right click 1én danh muc Backup va chon New Backup
Device xuat hién cira s6 Backup Device Propeties (Hinh
25). Ta nhap tén cho thiét bi sao luu vao hop Name va
duong dan Iuu file vao hop thoai File Name. Sau d6 click
OK dé luu lai.

Backup Device Properties - New Device

General l
% Mame: |Thietl:ui_5a|:||uu |
= |
{* File name: |E:"-.E a giangsSOL_20005BACKUPAT hietbi_S

k. | Cancel | Help |

Hinh 25. Cia sé6 Backup Device Propeties




Thuc hi¢n sao luwu:

+ Trong ctra s6 Enterprise Manager, mé rong server mudn
thuc hién sao luu va mé rong muc Management.

+ Right click 1én danh muc Backup va chon New Backup a
Database xuat hién cira s6 SQL Server Backup (Hinh 26).

S5QL Server Backup - QLDiem5Y

General l Options ]

Database: | GILDiemSY j
Hame: |E!LD iemSY_backuplB012003
Drezcription: |

Backup
f*+ [Databasze - complete

" Databaze - differential

~
< =]
Deztination
Backup to: { o
Add...
Remove
Contents. .
wenarite
¢ Append to media
" Ovenwrite existing media
Schedule
[ Schedule: | J

] | Caricel | Help |

Hinh 26. Ciza sé6 SQL Server Backup

+ Trong danh sach Database chon CSDL mudn thuc hién sao
lwu, chang han chon QLDiemSV. Tén sao luu duoc dién ty
dong vao hop Name, ta co thé thay doi tén nay. Nhap mo ta
vao hop Description.

+ Trong viing BACKUP chi ra kiéu sao luu. C6 cé4c tiy chon
c6 san nhu la:




— Database Complete: Thuc hién sao luu day du

CSDL.

— Database Differential: Thuc hién sao luu phan
thay ddi.

— Transaction log: Thuc hién sao Iuu tap tin log
giao dich.

— File and filegroup: Thuc hién sao luu tap tin va
nhom tap tin.

+ Trong ving Destination: Click vao nit Add xuat hién cta
s6 Select Backup Destination hinh 27.

o File Name: Chon vao tly chon nay dé thuc hién
sao luu thanh mét tap tin luu truc tiép xudng hé
diéu hanh (dung thiét bi vat Iy)

o Backup device: Chon thiét bi sao luu logic. Chon
Thietbi_Saoluu vira tao & muc trén va chon OK.

Select Backup Destination §|

Select the file name or backup device to use for the
g backup operation. Backup devices can be created for files
that you uze frequently,

" File name:
| ]
[~
ak. | Cancel |

Hinh 27. Cira s6 Select Backup Destination

+ Trong vung Overwrite: CO 2 tuy chon
— Append to media: Ghi néi tiép vao thiét bi
— Overwrite existing media: dé ghi dé Ién thiét bi
dang ton tai.

+ Trong ving Shedule: Dung khi muén thiét lap biéu sao luu
tu dong.




+ Click OK dé thuc hién sao luu.
% Dung SQL Server Management Studio:

 Tgqo thiét bi sao lwu logic:

+ Trong cira s6 Object Explorer, click vao tén server dé ma
rong cay server.,

+ M6& rong muc Server Objects, va right-click Backup
Devices va chon New Backup Device. Xut hién hop thoai
Backup Device (Hinh 28). Trong hop thoai muc:

f Device name: Nhap tén thiét bi logic.
f Destination, click File va chi dinh duong dan day du
cua file.

Backup Device

Cia page { - ™ 3
Gerer;?' g Script ~ U Help
Device name: [Thistbi_Backllp
Destination
@ Fie: |C:\Program Fies\Microsoft SGL Senver\MSSQL.1\MSSGL\Backup | .. ]

Server:

HP520-SB01514BF sglexpress

Connection:
HP520-SB01514BF\Hp520

$7 View connection properties

Ready

Hinh 28. Cira s6 Backup Device




* Thuc hign sao luu:

+ Trong ctra s6 Object Explorer, click vao tén server dé mo
rong cay server.,

+ M¢ rong muc Databases, va right-click 1én co s¢ dit liéu
muédn tao file Backup va chon Tasks\Back Up. Xuat hién
hop thoai Back Up Database (Hinh 29).

® Back Up Database - QLDiemSV M=k
[a'i 8 seopt - 4 He
2 Options
Source
Database: | GLDemSY i |
Recovery model: | |
Backup typs: | 4 |
Bachkup component:
(#) Database
| |
Bachkup set
Mame: |GLD emS\-Full Database Backup |
Description: | |
Backup set will expire:
(&) After: |3 - | days
O on: | |
T
Connection: eERIp 2 L
HP520-5801514BFHE520 Add...
_ﬁj \iew connection properties . i,
Ready

[ ok ][ conce

Hinh 29. Cira sé Back Up Database

+ Trong hop thoai ta thuc hién cac lua chon:
f Vung Source: Database: Chon Database mudn tao
file Back Up; Backup type: Chon kiéu Back Up.




f Vung Backup set: Thiét lap tén, md ta,... file
BackUp.

f Vung Destination: Muc Backup to chon Disk va
click vao nat Add dé chon thiét bj sao luu. Xuit
hién cira so Select Backup Destination (Hinh 30) ta
s& chon kiéu thiét bi sao luu vat ly (chon File name)
hoac logic (Backup device) va click OK.

F Select Backup Destination

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Diestinations on disk

O Fie name:

(®) Backup device:

[hetigace 14

Hinh 30. Cia sé Select Backup Destination

+ Ta click vao nit OK trén ctra s6 Back Up Database dé thuc
hién qua trinhd sao luu.

2. Phuc héi di# ligu

Phuc hoi dit liéu cd thé coi 1a mot qua trinh nguoc vai qua trinh sao
luu, dir liéu sao chép duoc sao chép tré lai CSDL. Loai sao luu dir liéu sé
anh huong dén céch khodi phuc dix liéu. Ta thuc hién cac buéc sau dé khoi
phuc di ligu.

% Dung Enterprise manager:

- Trong cira s6 Enterprise Manager, right click 1én muc Database.
Chon All Task/Restore Database. Khi d6 xuét hién hop thoai
Restore Database hinh 31.




e Chon tab General, muc Restore As Database cho phép chi ra
CSDL s& duoc phuc hdi tir dit liéu sao luu. Vi du ta chon CSDL
QLDiemSV thi viéc khoi phuc dir liéu sao Iuu s& thay thé toan bo
dir liéu hién thoi trong QLDiemSV. Khi d6 ta phai chon hop
check box Force Restore Over Existing Database trong tab
Options.

SQL Server khdng doi hoi phai khdi phuc CSDL truc tiép ma
cho phép ta khéi phuc dir liéu véi mot céi tén khac. Vi du, nguoi
ding x6a nham bang dit liéu. Nhu vay, néu ta khdi phuc toan bo
dix liéu thi dit liéu cii s& thay thé toan b dit liéu dang cd trén céc
bang khac. Thay vao do ta khoi phuc vai mot céi tén khac sau dé
trich bang d4 bi x6a va thém vao CSDL d4 bi mat. Vi du ta thay
véi tén QLDiemSV_Restore.

Restore database E|

General l Optiars ]

Bestore az database: |E!LDiemSV_Hestn:nrd ﬂ
Restare: " Database " Filegroups or files {* From device
Parameters
Devices:

Select Devices. .

{* Restore backup set

+ [ atabaze - complete
(" Databaze - differential

" Transaction log

" File or filegraup

" Read backup set infarmation and add to backup history

k. | Cancel | Help

Hinh 31. Cira s6 Restore Database.




= Trong vung Restore chon From Device. Trong vung Paramaters
chon Restore backup set va chon Database complete.

» Click vao nat Select Device xuat hién hop thoai Choose
Restore Device nhu hinh 32.

Choose Restore Devices §|

Ww'hen the backup iz restared, SCL Server will attempt to restore from the
devices listed below.

Backup zet: [Unk o)

Restore from: + Disk: f‘“

Device name |

Media verfication aptian

[ Orly restare from media with the following narne:

k. | Cancel

Hinh 32. Cira s6 Choose Restore Device.

» Va chon nit Add xuit hién hop thoai Choose Restore
Destination (Hinh 33).

Choose Restore Destination E|

Select the file name or backup device to use for the restore
g operation. Backup devices can be created for files that pou
uze frequently.

" File name:

| [

| Thisthi_Sacluu |

ok | Cancel |

Hinh 33. Czza s6 Choose Restore Destination.




= Trong do cé hai lya chon:
+ File name: Chon tap tin sao luu trén thiét bj vat ly.
+ Backup Device: Chon tén thiét bj logic.
Sau d6 chon OK dé trg vé cira sb hinh 32. Trong cutra s6 32
click OK dé tré vé cira 6 31.

» Chon tab Options:

+ Force Restore Over Existing Database: Chon néu ta thuc
hién khdi phuc truc tiép CSDL vai dit liéu cii s& dé Ién dix
liEu moi.

+ Muc Move to physical file name: Ta cd thé sira doi lai thanh tén
khac voi tén tap tin ban dau. Vi du tap tin
QLDiemSV_Restore.mdf chuyén thanh
QLDiemSV_Restore Data.mdf

« Click OK dé bit dau thuc hién phuc héi dit liéu.
% Dung SQL Server Management Studio:

- Cac md hinh khi phuc di ligu:

+ Full Recovery Model: Day 1a md hinh cho phép phuc héi dit
lidu vai it rai ro nhat. Néu mot database & trong mo hinh nay
thi tat ca cac hoat dong khong chi insert, update, delete ma ké ca
insert bang Bulk Insert, hay bcp déu duoc log vao transaction
log file. Khi c6 sy c6 thi ta c6 thé phuc héi lai dit liéu nguoc tro
lai t6i mot thoi diém trong qué khir. Khi data file bi hu néu ta c6
thé backup duoc transaction log file thi ta c6 thé phuc hoi
database dén thoi diém transaction gan nhat dugc commited.

+ Bulk-Logged Recovery Model: O md hinh ndy nay cac hoat
dong mang tinh hang loat nhu Bulk Insert, bcp, Create Index,
WriteText, UpdateText chi duoc log minimum vao transaction
log file du dé cho biét Ia cac hoat dong nay co dién ra ma khong
log toan bo chi tiét nhu trong Full Recovery Mode. Cac hoat
dong khac nhu Insert, Update, Delete van duoc log day du dé
ding cho viéc phuc héi sau nay.




+ Simple Recovery Model: G md hinh nay thi Transaction Log
File duoc truncate thuong xuyén. Vi mo hinh nay ban chi co
thé phuc hdi t6i thoi diém backup gan nhat ma khong thé phuc
hdi t6i mot thoi diém trong qua khi.

Dé thay d6i md hinh Recovery, ta tién hanh thyuc hién nhu sau:

+ Trong cira s6 Object Explorer, click vao tén server dé mo

rong cay server.,

+ Mo rong muc Databases, va right-click Ién co s¢ dir liéu
mudn thay d6i mé hinh Recovery va chon Properties. Xuét
hién hop thoai Database Properties, chon trang Options

(Hinh 34).

+ Muc Recovery model: Ta chon mé hinh khéi phuc dit liéu.

¥ Database Properties - QLDiemSV

L=
HF520-5B01514BF sglexpress

Connection:
HPF520-5B01514BF HR520

37 \View connection properties

5 Scapt - L’j Help

Collation: SQL_Latin1_General_CP1_CI_&S

Recovery model:

Simple

Compatibility level:

(Other options:
o=:/24
B Automatic
Auto Close
Auto Create Statistics
Auto Shrink
Auto Update Statistics
Aute Update Statistics Asynchronously
B Cursor
Close Cursor on Commit Enabled
Default Cursor
B Miscellanecus
ANSI NULL Default
ANSI MULLS Enabled
ANSI| Padding Enabled
ANSI \Warmnings Enabled
etic Abort Enabled

Diate Comelation Optimzation Enabled

Gu entfiers Enabled

Recursive Triggers Enabled

ANSI NULL Default

Hinh 34. Cira s6 Database Properties




 Phuc héi diz liéu:
o Trong ctra s6 Object Explorer, click vao tén server dé mo
rong cay server.

o Right click Ién muc Databases, va chon Restore Database
xuat hién ctra s6 Restore Database (Hinh 35). C6 céac lya

chon.
F Restore Database - |:||E|E|
ra—i ' 8 scipt ~ [Ey Help
2 Options

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: | v |

To a point in time: ||'la'|c:e:t recent possible | E]

Source for restore

Specfy the source and location of backup sets to restore.

{(*) From database: | v |

) From device: | |

Select the backup sets to restore:
Restore | Mame  Component | Type | Server | Database  Poston | Fust LSMN | Last LSN

Server
i

HF520-5B01514BF aglexpress

Connection:
HPE20-5B01514BFHp520

_ﬁj \iew connechion properties

Ready

I OK ] [ Cancel

Hinh 35. Cira sé6 Restore Database

+ To database: Bién tén Database s& duoc phuc hoi. Tén
nay c6 thé 1a mot tén Database mé&i hoac chon trong
danh sach cac Database c6 trong Server.




+ To a point in time: Restore database dén thoi diém sin
c6 backup gan day nhit hoac dén mot thoi diém dugc
chi dinh.

+ From database: Chon database dé restore tr danh
sach. Danh sach nay chi chia cac database da dugc
backed up theo nhat ky caa msdb backup.

+ From device: Chon ngudn tir tap cac file backup. Click
vao nat browse dé xuat hién cura sé6 Specify Backup
(Hinh 36). Tong hop thoai nay ta chon kiéu thiét bi
(Backup media) la thiét bj vat ly hay thiét bi logic.
Click nit Add dé lay cac file Backup dung dé phuc hoi
dur liéu.

o Trong ctra so Restore Database, sau khi thiét lap cac tham
s6 click OK dé thyc hién qué trinh phuc hdi dir liéu.

= Specify Backup FXI

Specify the backup media and its locaton for your restore operation.

Backup media: |Ea:kup Device L |

Backup locaton:

Thiethi BackUp

Bemove
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Hinh 36. Cira s6 Restore Database







